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1 Checklist

Before following this installation Guide, you should check if you received all files that are needed to install the tool.

You should have received a zip-File that contains the following files:

Configuration.psl
DirectoryFunctionsLDAP.psm1
do-ldap-sync.bat
Logging.psm1

Test.psl

o O O O O O

UserSync.psl

Furthermore, you should make sure that .Net-Framework 4.5 (or higher) is installed on the corresponding aqua

Server.

2 Installation

2.1 Configuration

1. Unzip the zip file on your aqua Server, e.g. to the following folder (you can also use a different folder):

C:\Programs\SyncLDAPUser

Right-Click Configuration.ps1 and select edit

Adopt the following settings to your needs (samples can be found in the configuration file):

aqua

SErrorActionPreference

Defines if you want to abort on any error

SwebserviceUrl

http://<yourAquaServerUrl>/aquaAPl/MainService.asmx

SapiUser

Login to aqua api - Username (must be a user that has permission
to create users)

SapiPassword

Login to aqua api - Password

SlicenseProfileCode

Internal technical name of license to be assigned (ask andagon
support if you are not sure)

SfloatingLicense

true/false (related to SlicenseProfileCode)

SdefaultProjectName

Default project to which the user is assigned to

SdefaultRoleName

Default role to which the user is assigned to

LDAP

SdirectoryServer

A string specifying the server which can be a domain name,
LDAP/AD server name or dotted strings representing the IP address
of the LDAP/AD server. Optionally, this parameter may also include
a port number, separated from the ID itself by a colon (:). If Snull, it
represents the identity of any domain controller in the domain
associated with the computer account.

SdirectoryServerUseTLS

Set to Strue if you want to use an encrypted connection

SlookupUsername

Username for connecting to the directory server, leave empty if no
authentication is required

SlookupUserPassword

Password for connecting to the directory server, leave empty if no
authentication is required

SbaseDN

defines a distinguished-name of branch where to look for aqua
users (recursively)
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SaquaUsersQuery

an LDAP/AD query intended to match all users (in scope of
SbaseDN) that should be synchronized with aqua

SaqualoginAttribute

Defines mapping of LDAP/AD attribute to aqua username

SaquaEmailAttribute

Defines mapping of LDAP/AD attribute to aqua user email

SaquaFirstNameAttribute

Defines mapping of LDAP/AD attribute to aqua user’s firstname

SaqualastNameAttribute

Defines mapping of LDAP/AD attribute to aqua user’s lastname

Configuration

SdeactivateKnownMissingUsers

When Strue, users which were found in the LDAP/AD before but are
no longer included in the LDAP/AD result will be deactivated in
aqua.

SdeactivateAllMissingUsers

When Strue, all users which are not found in the LDAP/AD and are
not on the whitelist SuserWhiteList will be deactivated

SuserWhitelList

List of aqua usernames which should never be deactivated by this
synchronization script

Save and close Configuration.psl

5. Optional: For testing, you can now execute Test.ps1 via PowerShell to test connectivity to your LDAP/AD

Server. (‘cd’ into the folder first!) Test is read-only and does not apply any changes. The flag -DumpEntries

can be used to dump the raw result received from the LDAP/AD server.

2.2 Disable userin aqua

If you want to deal with disabled users in your LDAP /AD so that they are disabled in aqua as well, then you need to

implement the method ‘IsUserDisabled’ in file ‘DirectoryFunctionsLDAP.psm1’. You can test your implementation

by executing ‘Test.ps1’. The test output can be found in logs\Test.log. You should see a list of users and Disabled-

flag accordingly.

Furthermore, it is possible to deactivate aqua users when they are not present in the LDAP/AD results anymore. You

can choose one of two options:

e Deactivate known missing users (SdeactivateKnownMissingUsers): aqua users which were found by this

sync before but are now missing in the results will be disabled. aqua users on the whitelist will not be

deactivated

e Deactivate all missing users (SdeactivateAllMissingUsers): all aqua users which are not present in the

LDAP/AD results will be disabled

Before enabling SdeactivateAllMissingUsers carefully review your LDAP/AD query and the user whitelist. You can

potentially lock yourself out. We strongly recommend adding at least a couple of global administrators to the

whitelist.

Users which are included in the whitelist SuserWhiteList will never be deactivated.
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2.3

Setting up nightly schedule

1. Open Windows Task Scheduler (e.g. press Windows-Key on Keyboard and start typing “scheduler”)

File Action View Help

=y

((5) Task Scheduler (Local)
1+ [ Task Scheduler Library

Task Scheduler Summary (Last refreshed: 05.04.2016 14:00:10)

I/ \-I You can use Task Scheduler to create and

‘... manage common tasks that your computer
will carry out automatically at the times you
specify. To begin, click a command in the
Action menu.

Tacke are ctared in fnlderc in the Tack
Status of tasks that have sta... |Last 24 hours ]

Summary: 0 total - 0 running, 0 succeeded, 0 stopped, 0...

Task Name Run Result  Runt

| Actions

B
®

&

7]

2
Last refreshed at 05.04.2016 14:00:10

| Taskscheduler (oca)  a

Connect to Another Computer..,
Create Basic Task...

Create Task...

Import Task...

Display All Running Tasks
Enable All Tasks History

AT Service Account Configuration
View

Refresh

Help

2. “Create Task” from the menu on the right
3. Ontab “General” please apply the following settings

General |Tliggers I Actions | Conditions I Settings |

Mame:

|aq uaSyncLDAPUser

Location:

Authon

“WMicrosoft
WIN2012VM-LINYAdministrator

Description:

Security options

[] Hidden

When running the task, use the following user account:

WIN2012VM-LINVAdministrator
2) Run only when user is logged on

® Run whether user is logged on or not

[] Run with highest privileges

[[] Do not store password. The task will only have access to local computer resources,

Change User or Group...

Configure for:

Windows Vista™, Windows Server™ 2008
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4. Ontab “Triggers” please create the following entry:

General | Triggers |Acliuns | Conditions I Settings |

When you create a task, you can specify the conditions that will trigger the task.

Daily At 01:00 every day

Trigger Details Status

Enabled

5. Ontab “Actions” please create the following entry (do not forget “Start In”):

You must specify what actien this task will perform.

Action: |5tarta program

Settings

Program,/script:
| C:h\Programs\SyncLDAPUser\do-Idap-sync.bat

Add arguments (optional): |

Start in (optional): |’rograms\'5yr1cLDAPUser|

6. Finally press “ok” and provide user credentials so that your task can be executed.
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7. That's it. Your task should have been created and should run automatically during the next night. You can
find your created Task in Task Scheduler Library. Run it manually by doing a Right-click.

Ifile Action View Help I

| #E

(5) Task Scheduler (Local)

3 Name Status  Triggers Next Run Time Last Run Time _Last Run Result _Author | | Actions
L D ' [ |Miaosolt =
aquaSyncLDAPUser Ready At 0T ¢ day 29.11.20170 WIN...
4 | Microsoft — — T -
b ] Windows & Create Basic Task..
i Create Tasku.,
Import Task...
Display All Running Tasks
5] Enable All Tasks History
[ New Folder...
<] w [ [5] | % Delete Folder
Vi 3
General | Triggers | Actions | Conditions | Settings | History (disabled) | e
~1| | |G Refresh
MName: |aqua§yncLDAPUsel —
Help
Location:  \Microsoft
Author  WINZDI2VM-LINVAdministrator e e ———
Description: b Run
u  End
_ 4 Disable
. Export...
= Properties
Security options
e K Delete
When running the task, use the following user account: Hel
WIN2012VM-LINVAdministrator @ Heo
' Run only when user is logged on
® Runwhether useris logged on or not
|| Do not store password. The task will only have access to local resources L
w

[I=C o i HE
)

8. If sync was successful, you should see a logs-folder containing a file “UserSync.log”.

nieEn-|

Home Share View

E m Extra large icons =] Large icons I [E]- [ ttem check boxes
i}

& Mediumicons 1 Small icons ~ [+ File name extensions :
=lzl=]
Mavigation . = - Sort . . Hide selected  Options
e EE List 52 Details T py- [ [0 Hidden items items -

Panes Layout Current view Show/hide

@ - 4 |_h| <« Local Disk (C:) » Programs » SyncLDAPUser » ] G| | Search SyncLDAPUser

l: ..E| Pictures ™ Mame - Date modified
b & Videos
4 i, Local Disk (C)
| Perflogs
b . Program Files
. Program Files (x26)
4 || Programs
B . SyncLDAPUser
b . Users
b . Windows
i 88 DVD Drive (D:) IR3_555_XB4FREE_E =

Type

Al logs 28.11.20017 11:27 File folder
Configuration.ps1 28.11.2017 11:18 Windows Power5
D Configuration.ps1.orig 12.10.2017 13:37 ORIG File

.'3 DirectoryFunctionsLDAP.psm1 28.11.201711:18 Windows Power5
do-ldap-sync.bat 28.11.2017 11:27

':3 Legging.psm1 12.10.2017 13:37

Test.ps1 28.11.2017 1012

UserSync.psl 12.10.2017 13:37

[ f, Metwork

8 items 1 item selected
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File Edit Format View Help

INFO 2817-11-28T11:27: 28.11.2017 11:27: Starting synchronization of users in directory serwvice
INFO 20817-11-28T11:27: Going to fetch users from the directory

INFO 2817-11-28T11:27: 18 users fetched from directory

INFO 2017-11-28T11:27: Going to synchronize users with aqua

INFO 2817-11-28T11:27: Login to aqua API successful

INFO 2817-11-28T11:27: Logout from aqua API successful

INFO 2817-11-28T11:27: Synchronization finished with return code @

Page 6



